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The first week of April was a very interesting one in Ottawa for AFCEA. First on 3 Apr, the Ottawa Chapter held their monthly PD Luncheon with Mark Fabro as the guest Speaker. Mark spoke on Security in our Control Systems for Critical Information Infrastructure. You can see more on this on the AFCEA Ottawa Chapter site at http://afceaottawa.ca/index.php. 


At the AFCEA Canada Executive Breakfast on 4 Apr 2007, we were privileged to have Mr. Chuck Henry, the Federal Chief Technology Officer speaking to us about the Government of Canada’s Information Technology Security strategy.


Mr. Henry’s presentation gave an excellent overview of the newly established Cyber Protection Supply Arrangement (CPSA) including the various work streams, associated contracts and dollar values. The CPSA is only the vehicle used to achieve the Government of Canada IT Security strategy (ITSS). The Government of Canada ITSS will be led from Government-wide planning and management, collaboration, and enhanced departmental IT Security leading to a smarter and better trained ITS community.


Mr. Henry outlined some potential benefits in the development of an enterprise Government IT Security Program including improved IT investment, better toolsets, policies, standards and guidelines, and an increased skill pool. His candid responses to the follow-up questions and answers by our members generated much discussion and may lead to further workshops between government and industry.


John Leech expressed thanks on behalf of all present for the effort Mr. Henry spent in bringing some very important messages to us. AFCEA Canada will provide Mr. Henry with a one year membership in AFCEA as a small token of our appreciation. 





[Mr. Henry’s presentation can be seen on our website at http://www.afcea.ca/PDF_Docs/Henry_Presentation.pdf]











AFCEA Ottawa Chapter’s guest speaker at the May 2007 Professional Development luncheon was Maurice Chenier, Director General Information Technology Services Branch, PWGSC.  Introduced by Program VP Laurie Mack, Mr. Chenier thanked the Chapter for the opportunity to provide an update on Secure Channel.  He explained that he would remind the audience what Secure Channel is and what it will do, and then go on to review its current status and outline the upcoming long term contract to provide Secure Channel services.  He then took a moment to introduce key executive members of his organization present at the session with him: Imram Mirza, Patrice Nadeau and David Rhynas.


He then showed an agenda of his presentation, including: Secure Channel Overview; Portfolio of SC Services; Contract Highlights; Summary of the mandatory Services Policy; and the Client Engagement Process.


He began his overview of Secure Channel by reminding the audience of the late 1990s Government-On-Line (GOL) initiative, intended to facilitate provision of common services.  It aimed to allow government to provide secure, friendly services to the client, not only individually, but also cooperatively through secure data exchange.  Each client could have set up its own service, but with a common service, it became possible to incorporate standards, rules of engagement and a service delivery trust model.


He then explained that the purpose of Secure Channel (SC) is to furnish a secure electronic service delivery platform designed to support federal government GOL and service transformation objectives.  He (cont’d. on p.2)  (cont’d from p.1) noted that SC had  been developed for PWGSC by a Bell Canada Enterprises team consortium consisting of CGI, Entrust, IBM, Microsoft and others led by Bell Canada.  To date, some 60 government programs on-line to the public use SC application services and some 120 Government Departments are using the SC Network for business services.  The end goal is full engagement of all government departments and it has been estimated that important saving targets will be possible.   He indicated that two key goals of SC are ease of access and trusted access.  However, initial feedback indicated that the original “Trust Model” was too strong and restrictive.  The updated version allows previous transaction credentials to be accepted so that the need to re-authenticate for each transaction is avoided and ease the user experience.


He briefly outlined the portfolio of SC services, including epass and a set of optional services under the application portion of the portfolio, along with the set of network-related security services under the network portion.  He explained that the SC contract, which became effective on January 1st, 2007 is based on a term of 5+1+1 years (varying by services), with some services having a shorter initial commitment.  He noted that as of April 1st, 2007, services will become cost-recoverable from the Departments after having been centrally paid for the first few years, although partial central funding of epass will continue during the transition period with the pricing model/funding arrangement currently being finalized.  He noted that some services have always been cost-recovered.


He then spoke of the respective roles and responsibilities of government and the Team BCE strategic partners.  In general, GOC oversees and manages the business under an SLA with Team BCE, which plans, provides and evolves the services.  Sales and marketing are divided between the two, with GOC looking after Federal Government and Team BCE other levels always aligned to common goals, each with assistance of the other.  He also reviewed the governance principles, stressing the importance of engaging senior stakeholders on a “how’s it going” basis to ensure that the effort is heading in the right direction and  applying course corrections as needed.  He highlighted that the commercial business model is to prevail, including use of business case and board approval for new services, and that the contractual parties are encouraged to actively stimulate utilization opportunities.


He reviewed several implications of new business model, whereby requirements are fed to the supplier (contractor) who fulfils them, a process which has been in place for 2-3 months now: 


GC will have less visibility into development, with greater emphasis on service management delivery 


Checkpoints have been established to assess vendor performance and client satisfaction


Contractual SLAs and SLGs are in place - vendor will be managed to service levels with appropriate corrective actions 


Executive steering committee will monitor and direct evolution


Transition to full cost recovery is in progress


Treasury Board Secretariat has issued a Common Services Policy


If departments require such services, they are to look first to Secure Channel and TBS will be managing the compliance program to the new policy





As of 1 April, there is a new mandatory service policy whereby certain SC services are deemed mandatory, e.g. EPASS services.  Government programs will have sufficient time to meet the policy as services evolves.


He then went over SC “by the numbers”:


62 Government programs are on-line to the public using Secure Channel application services


125 Government Departments use Secure Channel Network (SCNet) for inter/intra network connectivity and Internet access


22 Government Departments use Secure Channel Managed Security (MSS) for advanced security needs – Firewall, Intrusion, SPAM, etc.


13,000 accounts use Secure Channel as the vehicle to allow remote access to Government networks (NGSRA & Dial Access)


2,800,000 E-Passes are currently in use by Canadians and Canadian businesses to do required Government filings and transactions online 


2,100,000 Canadians responded to the 2006 Census online using Secure Channel architecture





























Finally, he spoke of the client engagement process whereby assistance is available through the PWGSC/ITSB Enterprise Partnership Management (EPM) organization, including a designated EPM representative for each Department who can supply further information, and can also walk clients through the process as part of the service on a cost-recovery basis.  There is also a Client Implementation Team (CIT) toolkit available to lead clients through the necessary steps.  He explained that the average deployment time for a first-time client is about 6-8 months (mostly “client time” due to required applications development/SCNet installation) and for a repeat client, about 1-2 months.  He noted that further information is available from PWGSC/ITSB Enterprise Management representatives on request.





 


Mr. Chenier concluded by thanking the audience and was then in turn thanked for his presentation by Chapter President Kelly Stewart-Belisle.


[Mr. Chenier’s slides will be made available on the AFCEA Ottawa website] 








Maurice Chenier, DG IT Services Branch, PWGSC
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May PD Meeting Presentation





Chuck Henry,  Federal Chief Technology Officer
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In keeping with Chapter direction to bring more discussion to the areas of professional development and to broaden the scope of the AFCEAN newsletter, we would welcome your comments, articles and other contributions.  All are encouraged to submit items of topical or general AFCEA interest (contracts and awards, promotions, upcoming events and courses) to the Editor for publication.  Original articles which you the members may wish to submit or comment upon for publication are most welcome.  Please take advantage of this opportunity to let AFCEANs worldwide know what you and your Chapter are doing.  If you have any questions concerning the appropriateness of a submission please contact the AFCEAN Editor Bill Hawken at 841-2912 or � HYPERLINK "mailto:hawkenw@hotmail.com" ��hawkenw@hotmail.com�





Ottawa Chapter President Kelly Stewart-Belisle,  with Bell sponsor representative Rick Tingman, thanked Mr. Chenier  for his presentation 





John Leech, Secretary/Treasurer of AFCEA Canada (left) and Mr. Gilles Dupont, �Chair and CEO of AFCEA Canada (right) �thank Mr. Henry.





Secure Channel





Upcoming Events





September 11th, 2007	Speaker:	TBA  Topic: TBA


October 2nd, 2007		Speaker:	TBA  Topic: TBA


November 5th-9th, 2007	IT Security Course, Cornwall	
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Reader Feedback and Newsletter Submissions





AFCEA Membership Information 


For information about joining AFCEA, or to make changes to your membership profile (e.g. change of address), visit the AFCEA International website at � HYPERLINK "http://www.afcea.org" ��www.afcea.org� - click on “Join/Renew” or check the Portal.





If you should encounter problems, call 703-631-6158 or email � HYPERLINK "mailto:services@afcea.org" ��services@afcea.org�.





IT SECURITY COURSE


November 5- 9 , 2007


 Location:�
Nav Canada, Cornwall, Ontario�
�
Cost:�
$1,850.00 – AFCEA Members and Government (plus GST $1961.00)�$1,925.00 – Non-members (plus GST $2040.50)�(includes lectures, course materials, completion certificate, meet and greet, closing banquet, meals, coffee breaks, accommodations, use of all facilities at Nav Canada) �Note: Individual AFCEA membership is US $35.00 �
�
Cancellations:�
Until October 27, 2007, payment will be refunded minus a $25 administration fee per registrant; after October 27, no refunds, substitutions will be permitted.�
�
Application:�
Please fill in registration form. If paying by cheque, send form with payment. 


Registration is limited – please apply early.�
�
Classification:�
Unclassified�
�
 To Register for the 2007 IT Security Course, complete the � HYPERLINK "javascript:ol('http://afceaottawa.ca/uploads/ITSEC-Reg2007.pdf');" �Registration Form�.


 For Sponsorship Opportunities, review and complete the � HYPERLINK "javascript:ol('http://afceaottawa.ca/uploads/ITSEC-Sponsor2007.pdf');" �Sponsorship Form.� 


 For Registration Questions Contact:


AFCEA Ottawa Chapter:  �
Tel:  613-721-6031 


Fax: 613-721-0092�
�
Email: � HYPERLINK "http://by103fd.bay103.hotmail.msn.com/cgi-bin/compose?mailto=1&msg=3F7E7FC3-1940-4CCA-ACA7-52CACA393DB0&start=0&len=27546&src=&type=x&to=info@afceaottawa.org&cc=&bcc=&subject=&body=&curmbox=00000000-0000-0000-0000-000000000001&a=30dd4babc9740ec �info@afceaottawa.org� �
 �
�



"The food is out of this world and the accommodations are more than sufficient. The atmosphere is relaxed and very good to make you want to learn. Finally I have been to a lot of presentations done by people that were very well paid to do so. To see volunteers doing the same job but 10 times better is outstanding. Thank you to all of you.” Student 2004�
�
 "I found the course to be extremely informative.  It touched on a wide range of security topics which are very pertinent to my ISIT realm. I found the Threat, Risk, Assessment (TRA) workshops, in particular, very interesting and professionally facilitated. Your presenters were all very knowledgeable and enthusiastic about their areas of expertise. The accommodations were great and the food and social aspects from a networking perspective was excellent. I presently coach 14 security business analysts and hope to send as many as possible to this year’s course. It is great value for the money!" - Paul R., Bell Canada, Enterprise Network & Technology  (student in 2003). �
�
 THE GOVERNMENT OF CANADA INFORMATION TECHNOLOGY SECURITY (ITS) COMMUNITY 


VIEW THIS COURSE AS A USEFUL ITS TRAINING AND AWARENESS AID.


YOU SHOULD ATTEND IF YOU ARE IN GOVERNMENT OR THE PRIVATE SECTOR AND ARE 


MANDATED TO DEAL WITH INFORMATION SECURITY ISSUES.


YOU SHOULD POSSESS AN INTRODUCTORY LEVEL OF KNOWLEDGE IN INFORMATION TECHNOLOGY (NETWORKING, COMPUTERS, TELECOMMUNICATIONS, ETC.) TO TRULY BENEFIT FROM THIS COURSE.











AFCEA Canada Executive Breakfast








AFCEA Membership Information 


For information about joining AFCEA, or to make changes to your membership profile (e.g. change of address), visit the AFCEA International website at � HYPERLINK "http://www.afcea.org" ��www.afcea.org� - click on “Join/Renew” or check the Portal.





If you should encounter problems, call 703-631-6158 or email � HYPERLINK "mailto:services@afcea.org" ��services@afcea.org�.











September PD Luncheon:


Tuesday,September 11th,  2007 at 12:00 noon


Army Officers’ Mess


Speaker:	TBA	(check the AFCEA Ottawa website - � HYPERLINK "http://www.afceaottawa.ca/" ��www.afceaottawa.ca/� )�Topic: 	TBA		“		“		“	“





Cost: 	$10.00  government/military�$15.00  members’ rate, �$20.00  non-members’ rate


To Register: � HYPERLINK "http://www.afceaottawa.ca/" ��www.afceaottawa.ca/� or by email at � HYPERLINK "mailto:info@afceaottawa.org" �info@afceaottawa.org� �Deadline for registrations is Friday, September 7th, 2007 �For more information please call 721-6031. 





PD Presentation Report





Editor’s note:  This will be my last issue.  Thanks to all who have supported me during the past three years and best wishes to the new editor of the Ottawa AFCEAN, Lianne Smith.


Bill Hawken
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Web services by: � HYPERLINK "http://neatclubs.com" ��http://neatclubs.com�


�





AFCEA Ottawa Site: � HYPERLINK "http://afceaottawa.ca/index.php" ��http://afceaottawa.ca/index.php�
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